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DETAILED ACTION 

1 . Claims 1-20 have been presented for examination. 



Claim Rejections - 35 USC §103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

3. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 
(1966), that are applied for establishing a background for determining obviousness under 35 
U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating obviousness 
or nonobviousness. 

4. Claims 1-6, and 8-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Mayer et al. (US 6,233,242, hereinafter Mayer) in view of Kapoor et al. (US 5,682,534, 
hereinafter Kapoor). 



5. As per claim 1 , Mayer teaches a method comprising: 

maintaining a set of communication control blocks (CCBs), some of the set of CCBs 
being maintained in a static random access memory (SRAM), others of the set of CCBs being 
maintained in a dynamic random access memory (DRAM), wherein a first plurality of the set of 
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CCBs is under control of a network interface device, and wherein a second plurality of the set of 
CCBs is under control of a processing device, the processing device being coupled to the 
network interface deice, the processing device executing a network protocol stack (e.g. Mayer, 
several types of "control blocks" are disclosed, high speed bus control block, memory control 
block, processor control block, all relating to communication procedures also the maintaining of 
the control blocks in both DRAM and SRAM, col. 17, lines 11-17, 25-31; col. 31, lines 63-67; 
col. 32, lines 1-30); 

receiving a packet onto the network interface device from a network, the packet including 
a data portion and a header portion (e.g. Mayer, col. 7, lines 52-67); 

using content addressable memory (CAM) on the network interface device to determine 
that the packet is associated with one of the first plurality of CCBs (e.g. Mayer, CAM is taught 
as an alternative form of SRAM, similar in both use and function, col. 2, lines 28-35; col. 58, 
lines 44-51); 

determining on the network interface device that said one CCB is stored in the DRAM 
and transferring said one CCB into the SRAM (e.g. Mayer, col. 31, lines 63-67; col. 32, lines 1- 
30); and 

transferring the data portion of the packet from the network interface device into a 
destination without transferring the header portion of the packet into the destination, the 
destination having been determined by the processing device (e.g. Mayer, col. 15, lines 46-52). 

Mayer fails to teach the method wherein the packet is a TCP/IP packet and wherein the 
network protocol stack executing on the processing device performs substantially no TCP 
protocol processing on the TCP/IP packet. 
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However, in a similar art, Kapoor teaches a network communications device which 
operates on TCP/IP packets using a network protocol stack (e.g. Kapoor, col. 3, lines 49-51) and 
also the ability to avoid, or bypass, the processing of a packet on the TCP (transport) layer of the 
protocol stack (e.g. Kapoor, col. 2, lines 33-49; col. 6, lines 7-19; Fig. 2B). 

It would have been obvious to one skilled in the art at the time the invention was made to 
combine Kapoor with Mayer because of the advantages of allowing a packet to avoid processing 
in various layers of a protocol stack. Kapoor teaches that bypassing the transport layer "provides 
significant performance gains" for the transmission of packets through the network (e.g. Kapoor, 
col. 2, lines 44-49). These performance gains include increases in both speed and efficiency of 
packet transmission, since unnecessary processing is avoided and the packet can be transferred 
directly to its intended destination. The processor on the network communication device 
performs the processing that is needed on the packet, thereby allowing the central processing unit 
of the host, or main computer, to perform other tasks, further increasing the speed and efficiency 
of packet transmission, which is beneficial to any computer network. 

6. As per claim 2, Mayer and Kapoor teach the method of claim 1 , further comprising: 
receiving a second TCP/IP packet (e.g. Kapoor, col. 3, lines 49-51) onto the network 

interface device from the network (e.g. Mayer, col. 7, lines 52-67); 

determining that the second TCP/IP packet is not associated with any one of the first 

plurality of CCBs (e.g. Mayer, col. 17, lines 11-17, 25-31); and 

transferring the second TCP/IP packet from the network interface device and to the 

processing device, the processing device thereafter performing TCP protocol processing on the 
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second TCP/IP packet (e.g. Kapoor, processing the packet through the entire protocol stack when 
it does not meet the requirements for the shortened protocol stack, col. 5, lines 36-45). 

7. As per claim 3, Mayer and Kapoor teach the method of claim 1 , wherein the TCP/IP 
packet has a TCP destination port, a TCP source port, an IP destination address, and an IP source 
address (e.g. Mayer, col. 58, lines 35-44), the method further comprising: 

generating a context hash from the TCP source and destination ports and from the IP 
source and destination addresses, the network interface device using the context hash to identify 
said one CCB associated with the TCP/IP packet (e.g. Mayer, col. 58, lines 44-51). 

8. As per claim 4, Mayer and Kapoor teach the method of claim 1 , wherein control of a 
CCB can be passed from the network interface device to the processing device (e.g. Mayer, 
memories can be controlled by CPU or ASIC on device, col. 107, lines 20-33). 

9. As per claim 5, Mayer and Kapoor teach the method of claim 1 , wherein control of a 
CCB can be passed from the processing device to the network interface device (e.g. Mayer, col. 
107, lines 20-33). 

10. As per claim 6, Mayer and Kapoor teach the method of claim 1 , wherein the network 
interface device comprises specialized hardware for generating a hash from the header portion of 
the TCP/IP packet, and wherein the network interface device further comprises a processor, the 
processor accessing the hash and using the hash to determine that the TCP/IP packet is 
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associated with said one of the first plurality of CCBs (e.g. Mayer, col. 3, lines 21-30; col. 19, 
lines 53-67). 

11. As per claim 8, Mayer and Kapoor teach the method of claim 1 , wherein the network 
interface device comprises specialized hardware for generating a summary, and wherein the 
network interface device further comprises a processor, the processor accessing the summary and 
using the summary to determine that the TCP/IP packet is associated with said one of the first 
plurality of CCBs (e.g. Mayer, col. 24, lines 40-62). 

12. As per claim 9, Mayer and Kapoor teach the method of claim 8, wherein the summary 
includes a hash (e.g. Mayer, col. 24, lines 40-62). 

13. As per claim 10, Mayer and Kapoor teach the method of claim 8, wherein the summary 
includes information indicative of whether the TCP/IP packet employs both the TCP protocol 
and the IP protocol (e.g. Mayer, col. 24, lines 40-62; Kapoor, col. 3, lines 49-51). 

14. As per claim 11, Mayer and Kapoor teach the method of claim 1, wherein the processing 
device is a central processing unit (CPU), and wherein the network interface device is integrated 
with the CPU (e.g. Mayer, col. 2, lines 1 1-28). 
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15. As per claim 12, Mayer and Kapoor teach the method of claim 1 , wherein the processing 
device is a host, and wherein the network interface device is integrated into the host (e.g. Mayer, 
col. 2, lines 11-28). 

16. As per claim 13, Mayer and Kapoor teach the method of claim 1, wherein the processing 
device is a central processing unit (CPU, the network interface device being integrated with the 
CPU, and wherein the network interface device comprises a plurality of processors, the plurality 
of processors sharing the first plurality of CCBs (e.g. Mayer, col. 2, lines 1 1-28; col. 107, lines 
20-33). 

17. As per claim 14, Mayer teaches a network interface device that is coupled to a processing 
device, the processing device executing a protocol stack, the network interface device 
comprising: 

an amount of SRAM, the SRAM storing a first plurality of communication control blocks 
(CCBs) that are under control of the network interface device (e.g. Mayer, col. 17, lines 11-17; 
col. 31, lines 63-67; col. 32, lines 1-30); 

an amount of DRAM, the DRAM storing a second plurality of CCBs that are under 
control of the network interface device (e.g. Mayer, col. 17, lines 11-17; col. 31, lines 63-67; col. 
32, lines 1-30); 

specialized hardware that analyzes a packet received onto the network interface device 
from a network, the packet comprising a data portion and a header portion, the specialized 
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hardware generating a summary from the packet (e.g. Mayer, col. 7, lines 52-67; col. 3, lines 21- 
30; col. 19, lines 53-67); 

a processor that uses the summary and a content addressable memory (e.g. Mayer, col. 2, 
lines 28-35; col. 58, lines 44-51), the packet being associated with one of the second plurality of 
CCBs, the processor causing said one of the second plurality of CCBs to be moved from the 
DRAM into the SRAM (e.g. Mayer, col. 31, lines 63-67; col. 32, lines 1-30); and 

a mechanism that moves the data portion of the packet from the network interface device 
and into a destination identified by the processing device, the data portion of the packet being 
written into the destination without the header portion of the packet being written into the 
destination (e.g. Mayer, col. 15, lines 46-52). 

Mayer fails to teach the network interface device wherein the packet is a TCP/IP packet 
and using the summary to determine whether the TCP/IP packet can be processed via a fast-path 
by the network interface device as opposed to being processed via a slow-path using the protocol 
stack, the data portion of the TCP/IP packet being written into the destination without the 
protocol stack doing substantial TCP protocol processing on the TCP/IP packet. 

However, in a similar art, Kapoor teaches a network communications device which 
operates on TCP/IP packets using a network protocol stack (e.g. Kapoor, col. 3, lines 49-51) and 
also the ability to avoid, or bypass, the processing of a packet on the TCP (transport) layer of the 
protocol stack, and if the packet does not meet the requirements for fast processing, performing 
processing at each layer of the protocol stack (e.g. Kapoor, col. 2, lines 33-49; col. 6, lines 7-19; 
Fig. 2B; col. 5, lines 36-45). 
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It would have been obvious to one skilled in the art at the time the invention was made to 
combine Kapoor with Mayer for similar reasons as stated above in regards to claim 1 . 

18. As per claim 15, Mayer and Kapoor teach the network interface device of claim 14, 
wherein the specialized hardware generates from the TCP/IP packet a has, the hash being part of 
the summary, the summary being used by the processor to make the determination that the 
packet can be processed via the fast-path (e.g. Mayer, col. 3, lines 21-30; col. 19, lines 53-67). 

19. As per claim 16, Mayer and Kapoor teach the network interface device of claim 14, 
wherein the summary includes information indicative of whether the TCP/IP packet conforms to 
both the TCP protocol and the IP protocol (e.g. Kapoor, col. 3, lines 49-51). 

20. As per claim 1 7, Mayer teaches a network interface device that is integrated with a 
processing device, the processing device executing a protocol stack, the network interface device 
comprising: 

an amount of SRAM, the SRAM storing a first plurality of communication control blocks 
(CCBs) that are under control of the network interface device (e.g. Mayer, col. 17, lines 11-17; 
col. 31, lines 63-67; col. 32, lines 1-30); 

an amount of DRAM, the DRAM storing a second plurality of CCBs that are under 
control of the network interface device (e.g. Mayer, col. 17, lines 11-17; col. 31, lines 63-67; col. 
32, lines 1-30); 
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means for analyzing a packet received onto the network interface device from a network 
and for generating from the packet a summary, the packet comprising a data portion and a header 
portion (e.g. Mayer, col. 7, lines 52-67; col. 3, lines 21-30; col. 19, lines 63-67), the header 
portion including a destination port value and a source port value (e.g. Mayer, col. 58, lines 35- 
44); 

a processor that uses the summary and a content addressable memory, wherein the packet 
is associated with one of the second plurality of CCBs, the processor causing said one of the 
second plurality of CCBs to be moved from the DRAM into the SRAM (e.g. Mayer, col. 31, 
lines 63-67; col. 32, lines 1-30); and 

a mechanism that moves the data portion of the packet from the network interface device 
and into a destination accessible by the processing device, the data portion of the packet being 
written into the destination without the header portion of the packet being written into the 
destination (e.g. Mayer, col. 15, lines 46-52). 

Mayer fails to teach the network interface device comprising a processor that uses the 
summary and a content addressable memory to determine whether the packet can be processed 
via a fast-path by the network interface device as opposed to being processed via a slow-path 
using the protocol stack; the data portion of the packet being written without the protocol stack 
doing substantial TCP protocol processing on the packet. 

However, in a similar art, Kapoor teaches a network communications device which 
operates on TCP/IP packets using a network protocol stack (e.g. Kapoor, col. 3, lines 49-51) and 
also the ability to avoid, or bypass, the processing of a packet on the TCP (transport) layer of the 
protocol stack, and if the packet does not meet the requirements for fast processing, performing 
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processing at each layer of the protocol stack (e.g. Kapoor, col. 2, lines 33-49; col. 6, lines 7-19; 
Fig. 2B; col. 5, lines 36-45). 

It would have been obvious to one skilled in the art at the time the invention was made to 
combine Kapoor with Mayer for similar reasons as stated above in regards to claim 1. 

21. As per claim 18, Mayer and Kapoor teach the network interface device of claim 1 7, 
further comprising a second processor, wherein the processor and the second processor share the 
use of the first plurality of CCBs (e.g. Mayer, col. 2, lines 1 1-28; col. 107, lines 20-33). 

22. As per claim 19, Mayer and Kapoor teach the network interface device of claim 17, 
wherein there is a third plurality of CCBs that are under control of the processing device, 
wherein control of a CCB can be passed from the processing device to the network interface 
device (e.g. Mayer, col. 31, lines 63-67; col. 32, lines 1-30; col. 107, lines 20-33). 

23. As per claim 20, Mayer and Kapoor teach the network interface device of claim 17, 
wherein the means is also performing header checksum validation on the packet (e.g. Mayer, 
cyclic redundancy checking, col. 14, lines 10-25). 

24. Claim 7 is rejected under 35 U.S.C. 103(a) as being unpatentable over Mayer et al. (US 
6,233,242, hereinafter Mayer) in view of Kapoor et al. (US 5,682,534, hereinafter Kapoor) as 
applied to claim 6 above, and further in view of Radogna et al. (US 5,991,299, hereinafter 
Radogna). 
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25. As per claim 7, Mayer and Kapoor teach the method of claim 6, but fail to teach the 
method wherein the specialized hardware comprises a sequencer. 

However, in a similar art, Radogna teaches a network communication system that is able 
to accelerate packet header protocol processing, including the use of a sequencer (e.g. Radogna, 
col. 2, lines 15-28). 

It would have been obvious to one skilled in the art at the time the invention was made to 
combine Radogna with Mayer and Kapoor because of the advantages of using a sequencer to 
perform specific network processing tasks. Additional, specialized hardware, such as a 
sequencer to assist the central processing unit in handling simple, redundant tasks that need to be 
completed on every incoming and/or outgoing packet. This can greatly reduce processing time 
since the CPU is not overloaded with menial tasks and is available to handle more complex 
processes faster and more efficiently. Processing and transferring a packet through a network 
faster and more efficiently is beneficial in any computer network. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Eric Kuiper whose telephone number is (571) 272-0953. The 
examiner can normally be reached on Monday through Friday, 8:00am to 4:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, John Follansbee can be reached on (571) 272-3964. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Eric Kuiper 
27 January 2006 
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